
ABOUT BADGERLAND FINANCIAL
Badgerland Financial is a financial services company in the State 
of Wisconsin focused on serving the unique needs of farmers. For 
nearly 100 years, the company has provided agriculture and farm 
loans, insurance, tax and accounting assistance, and expert advice 
to farmers. In addition to ag loans, the company also offers country 
living loans for those who want to own land in rural Wisconsin for their 
residence or recreational activities.

Badgerland Financial is a cooperative, which means they are owned 
by their member-borrowers. They participate in governing the 
organization and share in the company’s financial success. They are 
also part of the nationwide Farm Credit system.

BACKGROUND
Cyber attacks have become a major problem for companies across 
all industries. According to the ITRC (Identity Theft Resource Center) 
there were 781 data breaches in 2015, two shy of the record 783 
breaches that ITRC tracked in 2014.* As digital threats became more 
prevalent, senior leaders at Badgerland Financial took a proactive 
approach to cybersecurity by bolstering their security controls and 
establishing measures to protect their employee and customer data. 

Despite their advanced approach to data security, the team at 
Badgerland Financial recognized the threat posed by vendors, some 
of which had access to business, employee, and customer data. 
Although routine risk assessments, SSAE-16 reports, security audits, 
and questionnaires provided insight into the security performance 
of each vendor, the information gathered from these sources could 
not be independently verified for accuracy. In fact, the bank never 
received negative responses from vendors, which made vendor risk 
management teams question the accuracy of the data received.

Badgerland Financial also needed a way to continuously monitor 
the cybersecurity performance of their vendors. Penetration tests 
and onsite visits were costly, time-consuming, and only provided a 
snapshot view of each vendor.

CHALLENGE
Badgerland Financial was unable to 
independently verify the accuracy 
of vendor risk assessments and 
questionnaires. Because a number 
of third parties had access to 
sensitive data, the bank wanted 
to continuously monitor their 
cybersecurity performance. The 
bank also needed to benchmark 
their own cybersecurity posture 
against the entire banking industry 
and key competitors.

SOLUTION
BitSight Security Ratings for 
Vendor Risk Management and 
Benchmarking

KEY BENEFITS
Independently verify responses 
from vendor risk assessments and 
questionnaires

Use comprehensive reports that 
help guide cybersecurity discussions 
with third parties

Continuously track any third party’s 
cybersecurity performance over time

Benchmark the company’s 
cybersecurity posture against the 
entire banking industry or key 
competitors

Badgerland Financial Leverages BitSight Security Ratings 
to Assess the Cybersecurity of Critical Third Parties

* Identity Theft Resource Center Breach Report Hits Near Record High in 2015, http://www.idtheftcenter.org/ITRC-Surveys-Studies/2015databreaches.html

http://www.idtheftcenter.org/ITRC-Surveys-Studies/2015databreaches.html


THE SOLUTION AND RESULT
With BitSight Security Ratings, Badgerland Financial has been 
able to elevate their approach to cybersecurity and vendor risk 
management. The organization uses security ratings to independently 
verify the information gathered from vendor risk assessments 
and questionnaires. BitSight Security Ratings provide the risk 
management team at Badgerland Financial with unbiased information 
about any vendor’s security posture, which they can use to hold the 
vendor accountable throughout each engagement.

Security ratings have also helped Badgerland Financial cut down 
on the number of questionnaires and risk assessments needed 
for each vendor. In many instances, the information from BitSight 
enables the risk teams to have an open dialogue with key vendors 
about their cybersecurity performance. If Badgerland Financial 
finds a discrepancy between the responses from their vendor’s risk 
assessments or questionnaires and their BitSight Security Rating, they 
communicate the findings to each vendor. “We started out by using 
BitSight to monitor existing vendors, but now we have started looking 
at prospective vendors as well,” says Jerry Wiese, CIO at Badgerland 
Financial. “Based on reports from BitSight, we may do a vendor onsite 
visit to further investigate any findings.” 

Badgerland Financial trusts BitSight to provide accurate and 
actionable ratings for its vendors. The CIO also shares the bank’s 
own security rating with the Board of Directors and the risk and audit 
subcommittees. He also uses BitSight security ratings to benchmark 
Badgerland Financial’s cybersecurity performance against the rest 
of the banking industry. This provides the leadership team with 
a concrete understanding of their organization’s cybersecurity 
performance in relation to their competitors and other companies in 
the Financial Services sector.

“BitSight has helped us 
cut down on the number 
of vendor questionnaires 
and risk assessments, 
while providing us with 
independent, verifiable 
information about any 
vendor’s cybersecurity 
posture.”
 
JERRY WIESE 
CIO, Badgerland Financial

ABOUT BITSIGHT TECHNOLOGIES
BitSight Technologies is a private company based in 
Cambridge, MA. Founded in 2011, BitSight is backed by 
GGV Capital, Menlo Ventures, Globespan Capital Partners, 
Flybridge Capital Partners,  Commonwealth Capital 
Ventures, and the National Science Foundation.

For more information 
contact us at:

BitSight Technologies
125 CambridgePark Drive

Suite 204 
Cambridge, MA 02140

www.bitsighttech.com | sales@bitsighttech.com


